®uman @exepaibHOro rocyJapcTBEHHOro OKIKETHOro 00pa3oBaTeJIbHOrO yUpekKIeHue
Bhiciero oopa3oBaHusi «YHupepceuteT «/ly0onHa» -
JIbITKApUHCKUIT HPOMBIILIEHHO-TYMAHUTAPHBIH KOJLIEIK

PABOYASI ITIPOTPAMMA INPOPECCHOHAJIBHOT'O MOAVYJISL

IIM.03 JxcniyaTanus 00bEKTOB ceTeBOoil HHPPACTPYKTYPhI

MJIK 03.01 3xcnnyamayus 06vexmoe cemegou UH@GpacmpyKkmypoi
MJIK 03.02 bezonacnocmv komMnviomepHuix cemeti

AnantupoBaHHas 00pa3oBaTelIbHas IPorpaMma
IO CIIELUAIBHOCTH

cpeanero nmpogeccuoHaIbHOro 006pa3oBaHus

09.02.06 CeTeBoe u cucTeMHOE AAMUHUCTPHPOBAHUE
KBanudukaiys BEITyCKHUKA - CHCTEMHbI aIMUHHCTPATOP

®opwma obydueHus - ogHas

JIprtkapuno, 2024



PaGowyas mnporpaMma mnpodecCHOHAIBHOrO MOAyns paspaboTana Ha ocHoBe ®Pen
rOCyIapCTBEHHOTO 00pa30BaTeIbHOTO CTaHJAAapTa MO CHENHAILHOCTH CPEAHErO mpodeccH
oGpasoBanus 09.02.06 CeteBoe U CHCTEMHOE aIMHHHUCTPHPOBaHHE.

i:pam,Horo
HaJILHOTO

PaGouas mporpamMMa pa3paboTaHa Ha OCHOBE IPUMEPHO# NpOrpamMMbl NPodheCCHOHAIBHOTO MOYJIA,
BXO/ALIEH B COCTaB MPUMEPHO# OCHOBHOI 00pa30BaTeIbHOM NPOrpaMME! 10 CIENHAIBHOCTY CPETHETO

npodeccuonansHoro oopasosanus 09.02.06 CeteBoe 1 cucTeMHOE aIMHUHUCTPHIPOBAHUE.,

CocraBuTtens IporpaMMel:

PaGouas  nporpaMMa  paccMOTpeHa Ha  3ace€laHHH  NPEAMETHO-IUKIOBOMA
3JIEKTPOMEXaHUUECKHUX JTUCHUILINH,

ITpotokoi 3acenanus Ne v oT « &3y &% 2024r.
ITpencenarens npeIMEeTHO-LIMKIOBONH KOMHCCHH CunseBa H.II.
(noonucs)
COI'JTACOBAHO
3amecTuTens qupekTopa dumana )
10 yueOHO-MeTOIu4ecKoi paboTe Amnnxkeesa O.b.
(noonucy)

« 0% O 2 2004r,

IMpencraBurens paboTonareins

M.A. Henmomasmumii,
JUPEKTOP 110 MPOrpaMMHOMY OOECTIEYCHHIO,
00O dupma «Paccpet I'arapurckoe OTieneHuey

«0 'f» 0 3  2024r.

KOMHCCHUH




COJEPXAHUE

1. OBIIIAA XAPAKTEPUCTHUKA PABOUEM IMPOT'PAMMBbI
MMPOPECCHOHAJBHOI'O MOAVYJIA

2. CTPYKTYPA U COAEP)KAHUE TPOPECCUNOHAJBHOI'O MOAYJIA

3. YCJOBHUA PEAJIMZAIIAA MNPOTPAMMBI TPO®ECCHOHAJLHOTO
MOJTYJISI

4. KOHTPOJ/b n OIHEHKA PE3VJIIBTATOB OCBOEHMUA
MMPOPECCHOHAJBHOI'O MOAVYJIA



1. OBLAA XAPAKTEPHCTHKA PABOYEH ITPOTPAMMBI ITPO®ECCHOHAIBHOI O MOJYIIA

L.1. I{env u naanupyemovie pe3yiomamosl 0C60EHUS RPOPEcCUOHANbHO20 MOOYIS

B pesyasrare uszyueHust npodheCCHOHATBHOTO MOAYIIS CTYACHT JOJKCH OCBOUTh OCHOBHOH BH[ ACATCIHHOCTH
kcryaranusi 0OBSKTOB CETCBOH MHPPACTPYKTYPhl M COOTBETCTBYIOIIME €My OOINME KOMICTCHIUH U
PO CCHOHATBHBIC KOMITCTCHIIUU

1.1.1. TlepedeHb OOLIMX KOMIETSHIIHIA

Kon

HanmeHoBaHHe 00IIHUX KOMIIETEHIIHHA

OK 01

Beibupats criocobs! perreHus 3anad npodeCcCHOHANBHON eI TeIbHOCTH PUMEHUTENBHO K
pa3INYHBIM KOHTEKCTaM

OK 02

Hcnonp30BaTh COBPEMEHHBIE CPEACTBA MOMCKA, aHAIN3A U MHTEPIIpEeTAlui WHPOPMALHH,
U UWHQOPMALMOHHBIE TEXHOJIOTMH JJIsl  BBINOJHEHHS 3amad  MnpodecCHOHAIbHON
JESITeJIbHOCTH

OK 03

IInanupoBaTh M peanM30BBIBATE COOCTBEHHOE NPO(PECCHOHANBPHOE W JINYHOCTHOE
pa3BUTHE, TNPEANPUHUMATENLCKYIO JAEATENIBHOCTb B  npodeccnoHanpHOl — cdepe,
UCTIONIb30BaTh 3HAHUS 10 TMPaBOBOW MW (MHAHCOBOW TPAMOTHOCTH B Pa3JIMYHBIX
JKU3HCHHBIX CUTYyalUsX.

OK 04

OddexTrBHO B3aUMONEHCTBOBATh 1 pabOTaTh B KOJUIEKTHUBE M KOMaHIE

OK 05

OCYH_IGCTB.]'IﬂTb YCTHYHO W TIMCbMCHHYHO KOMMYHHKAILMIO Ha TOCYAAPCTBECHHOM S3bIKE
Poccuiickoit @enepaunu ¢ yueToM 0COOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOT'O KOHTEKCTA

OK 06

IIposBaATE rpakNaHCKO-MATPUOTHUYECKYH MO3HULMIO, AEMOHCTPUPOBATbH OCO3HAHHOE
MOBEJIEHHE Ha OCHOBE TPAJAMLIMOHHBIX POCCUNCKUX TyXOBHO-HPABCTBEHHBIX LIEHHOCTEH, B
TOM YHCJIE C YU€TOM IapMOHHU3ALUN MEXHALIMOHAIBHBIX U MEXKPEIUTHO3HBIX OTHOLICHUH,
IPUMEHATH CTAHAAPThl AHTUKOPPYILIMOHHOIO OBEIEHUS

OK 07

ConeiicTBOBaTh COXPAHEHUIO OKPYXKAIOLIEH CpPemdbl, pecypcocOepeKeHnI0, IPHMEHSTh
3HaHUS 00 M3MEHEHUH KJIMMAaTa, MPUHIMIIBI OEepe’XIIMBOTO MPOM3BOIACTBA, 3((HEKTUBHO
JENCTBOBATDH B YPE3BbIYAHBIX CUTYALUSAX

OK 08

Ucnonp3oBath cpencTBa GU3NIECKON KyJIbTYPBI ISl COXPAHEHUST H YKPETUICHHUS 310POBbS
B mporecce MpoheCCHOHATBPHONW NESTEeIBbHOCTH M TOANCPXKAHUS HEOOXOINMMOTO YPOBHS
(u3nIecKoll MOArOTOBJIEHHOCTH

OK 09

[Tonb3oBaTbest MpodecCHOHANBHON JOKYMEHTAIMeH Ha rOCy1apCTBEHHOM M HHOCTPAHHOM
SI3BIKAX

1.1.2. Tlepedennb npodeccrOHANBHBIX KOMIETEHIIHIA

Kon HanmenoBanmne BUAOB AEATENBHOCTH M MPO(ECCHOHAIBHBIX KOMIIETEHIIUI

BJ[ 3 Drenayamayus 00veKmoe cemesoii unppacmpyxkmypul

IIK 3.1. Ocy1ecTBIATh MPOSKTHPOBAHUE CETEBON HHPPACTPYKTYPHI

IIK 3.2. OO6cayxuBaTh ceTeBble KOHPUTYPALIH TPOrPAMMHO-AITIAPATHBIX CPEICTB

IIK 3.3. OcCyecTBIATh 3aIUTy WHHOPMALIMK B CETH C UCTIOJIb30BAHUEM MTPOrPaMMHO-
anmnapaTHbIX CPENCTB

IIK 3.4. OCyLIecTBIIATh yCTPAHEHUE HETUITUYHBIX HEUCTIPABHOCTEH B paboTe CeTeBOM
UHPPACTPYKTYPBI

IIK 3.5. MonepHU3UpOBaTh CETEBBIE YCTPOHCTBA HHPOPMALTMOHHO-KOMMYHHKALMOHHBIX

CHCTEM

B pesynprare ocBoeHMS MPOQECCHOHANTPHOTO MOAYIIS CTYACHT JOIDKEH:




Brmagers
HaBBIKAMHU

- [IpoekTHpOBaTH APXUTEKTYPY JTOKATBHOH CETH B COOTBETCTBHH C
MNOCTABJICHHOU 3aJa4ucH.

- Hcnonp3oBaTh crienpaibHOE IPOrpPaMMHOE 00ECTICUCHUE IS
MOJCIUPOBAHUS, IPOCKTHPOBAHUS M TCCTUPOBAHHSI KOMITBEOTCPHBIX CCTCH.

- Hacrtpausate mpoTOKOIBI AMHAMHYCCKON MApIIPY TH3ALMH.

- Omnpenenars BIUSHUS MPUTOKCHHH HA MPOCKT CETH.

- AHanu3upoBaTk, MPOSKTHPOBATh H HACTPAHUBATH CXEMBI TOTOKOB TpadhHKa
B KOMITBIOTEPHOM CETH.

- Y cTaHaBAMBATh M HACTPAUBATE CETEBBIC MPOTOKOIBI H CETEBOC
000pYyA0BAaHUE B COOTBETCTBHH ¢ KOHKPCTHOH 3a1aMCH.

- BriGupare TEXHOIOTHH, HHCTPYMEHTAIBHBIC CPEACTBA PH OPraHH3ALHH
Mpo1LIecca UCCIICAOBAHMS 00BEKTOB CETCBOH NHPPACTPYKTYPHIL.

- Co3naBaTh 1 HACTPaUBATh OJHOPAHTOBYIO CETh, KOMIBEOTCPHYIO CETh C
MOMOIIBIO MAPLIPYTH3aTOPA, OCCIIPOBOAHYIO CETh.

- BEITIOIHATE MOUCK U YCTPAHCHUE MPOOIIEM B KOMIBIOTCPHBIX CETSIX.

- OrcrieKuBaTh MAKSTH B CETH U HACTPAUBATh MPOTPAMMHO-AIIAPATHBIC
MEKCETEBbIC SKPAHHEI.

- HacrtpauBate KOMMYTAIHIO B KOPIIOPATUBHOW CETH.

- OobecricunBaTh HENOCTHOCTD PE3CPBHUPOBAHUS HHDOPMAIIHH.

- Ob6ecneunBathk Oe30MacHOC XpaHCHHE U iepeaavdy HHpopMaiy B
r100ATBHBIX U JTOKATBHBIX CCTSX.

- OuIbTPOBATH, KOHTPOIUPOBATH U 00ECICUNBATH OE30IACHOCTE CETCBOTO
Tpaduka.

- MOHHUTOPHHT TPOU3BOAUTEIEHOCTH CEPBEPA U MPOTOKOIUPOBAHUS
CHCTCMHBIX H CCTCBBIX COOBITHA.

- Co3nmaBaTh MOACETH M HACTPAUBATH OOMEH JAHHBIMHU;

- AHanM3upoBaTh CXEMBI MOTOKOB TPaUKa B KOMIBIOTCPHOH CCTH.

- O1eHUBATh KAYECTBO U COOTBETCTBHE TPCOOBAHUAM MPOCKTA CETH.

- OdopMIATh TEXHHUCCKYIO TOKYMCHTALIUIO.

- OmnpenensTe BIUIHHE TPUITOKCHHH HA MPOCSKT CETH.

VYMmern

- [IpoexTHpOBaTE NOKATBHYIO CETh.

- BrIOupate ceTeBbIC TOMOIOTHHL.

- PaccuutbiBaTh OCHOBHBIC TAPAMETPBI TOKATBHOH CETH.

- [TpuMeHATE aNTOPUTMBI TIOHCKA KPATYANIIETO MY TH.

- [TnanupoBathk CTPYKTYPY CETH C MHOMOIIBIO rpada ¢ ONTHUMATbHBIM
PaCHONOKEHUEM Y3TI0B.

- Hcnonp3oBaTe MaTEMaTHUECKHH anmapat TCOpuH rpados.

- Hactpausate ctek nporoxosnos TCP/IP u ucnone3oBars BCTPOCHHbBIE
VTHJIMTHL OTICPAMOHHON CHCTEMBI U1l AUATHOCTUKH PabOTOCTIOCOOHOCTH CETH.
- Hcnonp3oBaTs MHOTO(YHKIUOHAIBHEIC TPHOOPH! M MPOTPAMMHBIE
CpeacTBa MOHUTOPHUHTA.

- UuraTh TEXHHUECKYIO H MMPOCKTHYIO JOKYMCHTALIHMIO N0 OPraHU3aN
CCTMCHTOB CCTH.

- Hcnonp3oBaTh MporpaMMHO-anmapaTHhIC CPEACTBA TEXHHICCKOTO
KOHTPOJIA.

- KonTtponuposate cooTBeTcTBHE pa3padaThIBACMOrO MPOCKTA
HOPMAaTHBHO-TCXHUYECKOH JOKYMCHTALIHH.

- Hcnonp30BaTh TEXHUUECKYIO TUTEPATYPY U HHPOPMALTHOHHO-
COPABOYHBIC CUCTEMBI AJIS 3aMEHHI (IOUCKA AHATIOTOB) YCTAPEBIICTO

000pYy AOBAHUSL.

3HaTe

- OO01ue NPUHIMIIBI TOCTPOCHHS CETCH.

- CeTeBbIC TONOIOTHH.

- Msorocnotinyio mogens OSIL.

- TpeboBaHHS K KOMITBIOTCPHBIM CETAM.

- APXUTEKTYPY MPOTOKOJIOB.

- CraHaapTU3aIHio CCTCH.

- JTtanbl NPOCKTUPOBAHUS CETCBOH HHPPACTPYKTYPHL
- JJICMEHTBI TCOPHH MACCOBOTO 0OCTY KHBAHHSL.




- OcHoBHbIC TOHATHUS TCOPHUU TPadoOB.

- ANropuT™Bl IOMCKA KPATYANIICTO MY TH.

- OcHoBHbIe TPoOIEMBI CHHTE3a TPadoB aTax.

- CHCTEMBI TONOJIOTHYSCKOTO aHAIN3A 3ALIUIICHHOCTH KOMITBIOTCPHON
CETH.

- OCHOBBI IPOCKTHPOBAHUS JIOKAIBHBIX CETCH, OSCIPOBOTHBIC TOKATBHBIC
CETH.

- Cranzaptsl KaOe/ICH, OCHOBHBIC BHIbI KOMMYHHKALIMOHHBIX VCTPOMCTB,
TCPMHUHBI, TOHATHSL, CTAHAAPTH! H THIIOBBIC 3JICMCHTHI CTPYKTYPHPOBAHHON
KaOeMbHON CHCTEMBI. MOHTAXK, TCCTHPOBAHHUC.

- CpencTsa TeCTUPOBAHUS U aHATH3A.

- BbazoBbic IPOTOKOIBI U TEXHOJIOTHH JOKATBHBIX CCTCH.

- ApPXUTEKTYpY CKaHepa Oe30MacHOCTH.

- [MpuHUMIBL TOCTPOCHHST BHICOKOCKOPOCTHBIX JIOKATBHBIX CCTCH.

- TpeboBanus k ceTeBOM 6E30MACHOCTH.

- ApPXUTEKTYpY CKaHepa Oe30MacHOCTH.

- Opranuszaipio paboT M0 BBOAY B SKCILIyaTAI[HIO 0OBEKTOB H CEIMECHTOB
KOMIIBKOTEPHBIX CETEH.

- [MporpammHoO-anmapaTHbIC CPEACTBA TCXHUUCCKOTO KOHTPOJIS.

- [MpuHumne: 1 crasgapTel 0GOPMICHUS TCXHHYICCKON TOKYMEHTALIHN

- [MpuHumne co3nanms u 0GOPMIICHHUS TONOJIOTHHA CETH.

- HNudopMaunoHHO-CIPABOYHBIC CHCTEMBI ISl 3aMEHBI (TTOHCKA)
TEXHHUYCCKOT0 000PYAOBAHUS

1.2. Konu4yecTBo 4acoB, 0TBOAHMOE HA 0CBOEHHE NMPO(eCCHOHATIBLHOI0 MOAYJIsI
Bcero wacos 554
W3 vux Ba oceoenme MJIK. 03.01 190 a
Ha ocsoerne MJIK. 03.02 142 4
HA TPaKTHUKH, B TOM YHCIIE MPOU3BOACTBEHHYIO 216 ¥

JK3aMEH 0 MOAYTIO — 6 1




2. Ctpykrypa u coaepxkanue npodeCCHOHAILHOT0 MOIYJIsA _
2.1. Crpykrypa npodeccuonaabuoro moayist «IIM.03 IKCIVIYATAIIHA ObbEKTOB CETEBOUH HH@®PACTPYKTYPbI»

O0peM npodeccnoHaTbHOTO MOY I, Hac.

Kost CyMMapHs1it Obyuenue no MJ[K Hpaxmuxu IpomexyTounas
npo(heCCHOHATbHBIX HamvesoBarms pasieios 00BEM IIpon3BoaCTBCHHAA | ATTCCTALUS CamocrosrensHas
podeccHoHATEHOTO JlaboparopHbIx
00mmmx HATPY3KH, | g Kypcossix (eciu pabota
. MOy I Cero H YucOHas
KOMIICTEHITI 4ac. pador npeoycmompeHa
MPAKTHIECCKUX
. (TIpoeKTOB) ipacepedomodentas
S3AHATHH
npaxmuxa)
1 2 3 4 5 6 7 8 9 10

OK 01-09 MJK 03.01. 6
K 3.1-3.6 JKcrIyaTanus } 190 178 75 30 ) 6

00BCKTOB CETCBOM

HHPPACTPYKTYPHI
OK 01-09 MJK 03.02. 142 132 57 6 4
MK 3.1-3.6 BezonacuocTs

KOMITBIOTEPHBIX CETEH
K 3.1-3.6 IMpousBoacTBEHHAS 216 216
OK 01-09 MPAKTHKA

JK3aMCH 0 MOIYJIIO 6 6

Beezo: 554 310 | 132 | 30 - 216 18 10




2.2. TemaTu4ecKHii IIaH U coaepxkanue npodeccuonanbnoro moayas «I[IM.03 IKCITIIVATAIIUA O BEKTOB CETEBOH HH®PACTPYKTYPbI»

HaumenoBanue pasaesio
H TeM
Coaeprranue yueGHOro MmaTepuaJa, u
npodeccCHOHAILHOT 0 O0bém B
mozyst (IIM) JadopaTopHbie padoThbl H MPAKTHYECKHE 3aHITHS, CAMOCTOSITE/IbHAA yyeOHasi padoTa 00y4arlmxcs, KypcoBast wacax
M ’ pa6ora (npoekr) (eciu npedycmompervi)
MEeKAHCLHIJIHHAP HBIX
kypcos (M/IK)
1 2 3
MJIK. 03.01 JxcrmiyaTanusi 00beKTOB CETEBOH HHPPACTPYKTYPbI 190/75
Tema 1.1. Ixcrumyararust Cooepiycanue 70/35
TEXHUYECKUX CPEACTB 1. ®usnueckue acniekThl KCIuTyaranyi. OU3nIecKkoe BMEIIATEICTBO B HHPPACTPYKTYPY CETH. 3
CETCBOH MH(PPACTPYKTYPhl | 2. AKTHBHOE M MACCUBHOE CETEBOE 0OOPYA0BAHME: KaOEIbHbIE KAHAJIBI, KAOE b, MATY-TIAHEH, PO3ETKH. 2
3. ITonoca npomyckaHus, Mapa3uTHAS HATPY3KA. 2
4. Pacumupsiemocts cet. Macimrabupyemocts cetr. JloOaBieHHE OTACIBHBIX 3IEMEHTOB CETH (MOIb30BATCIICH, 2
KOMIBIOTCPOB, MPHIOKEHUH, CIIyxK0).
5. HapamuBaHue ATMHBI CCTMCHTOB CCTH; 3aMCHA CYIICCTBYIOMICH anmapaTyphl. 2
6. YBEeIMUCHHUE KOMMUECTBA Y37I0B CETH; YBEIHUCHUE MPOTHKCHHOCTH CBSI3CH MEXKIY OOBEKTAMH CETH. 3
7. Texaudeckas U MPOEKTHAS JOKyYMEHTau. [ laciopT TEXHHIECKUX yCTPOUCTB. 3
8. dusnueckas kapTa BCEH CETH; JOTHUECKAs TOMOJIOTH KOMITBIOTEPHOH CETH. 2
9. Knaccuduxarus pernaMeHTOB TEXHHUIECKUX OCMOTPOB, TCXHUYECKUE OCMOTPH 0OBEKTOB CETCBOH HHPPACTPYKTVPHIL. 2
10. IIpoBepka 0GBEKTOB CETEBOM HHPPACTPYKTYPH! M MPOPUIAKTHICCKHIE PAbOTHI 2
11. Iposeneuue peryaspHoro pesepsuposanist. O0caykuBaHUE PUBMICCKUX KOMIIOHECHTOB, KOHTPOJIb COCTOSIHHS 3
anmnapaTHoro 00CCICUCHNUS, OPraHu3alHs YIAICHHOTO OTIOBSIICHHS O HENONAIKaX.
12. IporpamMmHOe 0becreUCHIE MOHUTOPHUHTA KOMITBIOTEPHBIX CETCH H CETEBBIX YCTPOMICTB. 2
13. Iporokon SNMP, ero xapakrepuctuku, popmMat CooOICHUH, HAOOP YCIyT. 3
14. 3amaun ynpaBieHUs: aHATU3 IPOU3BOAUTEIFHOCTH U HAACKHOCTH CCTH. 2




15. OGopymoBaHHUE At JUATHOCTUKH U CCPTHDHKAIMH KaOenbHBIX CUCTEM. CETEBBIC MOHUTOPBI, TPUOOPHI IS 2
cepTudUKanny KaOSIbHBIX CHCTEM, KAOCIBHBIC CKAHEPH! U TCCTEPHL.

B mom qucie npakmutdeckux 3anssmuil u 1a60pamoprsvix paoom 35
1. OkonuoBKa kabens BUTas napa 2
2. 3aaeaka kabess BUTAS Mapa B PO3CTKY 1
3. KpoccupoBanue 1 MOHTK HATY-TIAHETH B KOMMYTAHOHHBIH mKad, HA CTCHY 2
4. TecTupoBanue Kades 2
5. loaaepxka MOAB30BATEICH CETH. 2
6. DKCIuTyaTays TEXHHYCCKUX CPEACTB CETCBOH HHPPACTPYKTYPHI (IPHUHTEPHI, KOMITBIOTEPEI, CEPBEPHI) 2
7. BemonaHeHne AEUCTBUH 110 YCTPAHEHUIO HEUCIIPABHOCTEH 1
8. BRIMoJIHEHHE MOHUTOPHHTA H aHATTN32 pabOThl TOKATBHOU CETH € MOMOINBIO POTPAMMHEIX CPEACTB. 2
9. OdopmicHHE TEXHUICCKOW JOKYMEHTALNH, MPaBUia 0QOpMIICHHS JOKYMCHTOB 2
10. IpoTokon ynpasicaus SNMP 2
11. OcHoBHBIC XapakTePUCTUKU MPOTOKOIa SNMP 1
12. Habop ycayr (PDU) nporokona SNMP 2
13. ®dopmar coobmenuii SNMP 2
14. 3agauu yrnpaBacHUs: aHATH3 TPOU3BOIUTSIIBHOCTH CETH 1
15. 3agauu ynpaBacHUs: aHATIU3 HAICHKHOCTH CETH 2
16. YnpaBneHue 6¢30MacHOCTBIO B CETH. 2
17. Yuer tpaduka B cetn 1
18. CpencTBa MOHHTOPHHIA KOMITBIOTEPHBIX CETEH 2




19. CpencrBa aHaMN3a CETH C TIOMOIIBIO KOMAH] CETCBOH ONEPALIMOHHONW CHCTEMBI 2

20. ®uHanpHAS KOMIUICKCHAS MPAaKTHYCCKas paboTa Mo 3KCILIyaTauud 00bEKTOB CETCBOU HHPPACTPYKTYPHI 2
Tema 1.2. Dxcnnyaramust | Codepyrcanue 78/40
cuctem IP-teneonnn 1. Hactpoiika H.323. Onucanve H.323 u o6mue pekomennanuu. @ynxiponansaeie komrnoueHtsl H.323 Y cranoska u

noaaepskka coeauacnus H.323. Coequnenus 6e3 u ¢ ucnoias3oBanuem GateKeeper. CoeAMHEHUS ¢ HCIOIB30BAHUCM 6

uneckonpkux GateKeeper. Muoronoss3oBarensckue koHpepenun. O0SCICUCHNUE 0TKA30YCTOMYHNBOCTH.

2. Hactpoiika SIP. Onucanue u obuue pexomeHaauu. Texunomorus SIP u ¢Bs3aHHBIC ¢ HEH CTAHAAPTHI. 6

OyukunonanpHbeie KoMoHCHTH SIP. CooOmuenus SIP. A npecauus SIP. Monesp yCTaHOBICHUS COSAUHCHU .

[TnaHUpoBaHHE OTKA30YCTOHYHUBOCTH.

3. YcraHoBKa M HHCTAJUTALINS IPOTPAMMHOTO KOMMyTaTopa. MoHTaxkHBIE TTporie Ay phl. IIporie 1y pel HHCTAUTAINN. 6

VYmpagieHue ammaparHeiMu cpeacTsaMu H moptamu. [Ipotoxoinsr ynpasnennss MGCP, H.248. Co3nanne ananorossrx

aboHEeHTOB. BHYTpHCTaHLIMOHHAS MapIIpyTH3ALHSL.

4. YrpasneHue nporpaMMHBIM KoMMyTaTopoM. Mapmpyruzarus. ['pynmsr coeauaurensabix auaAA. [loaxmoaenne 6

craniwii ¢ TDM (aGonenrckuii noctyn TDM). Curnanuzauus SIP, SIP-T, H.323 u SIGTRAN. IP

-aboHeHThL. | 'pynnsl aboHeHToB. JlononHuTeIbHBIC AD0OHEHTCKHE YCIYTH.

5. Opranuzanus sxcrumyatauud cucteM [P-renedonnu. Texamueckoe 00CTyKUBaHUE, TTAHOBBIH TCKYLIHH PEMOHT, 7

IJIAHOBBIM KANUTAJIbHBINA PEMOHT, BHEILUIAHOBBII PEMOHT.

6. BoccranoBieHue paboThl ceTu mocie aBapun. CXeMbl MOCICABAPUNHOTO BOCCTAHOBICHHUS PA00OTOCIIOCOOHOCTH CETH, 7

TEXHUYECKAs M MPOCKTHAS JOKYMCHTALHS, CIIOCOOBI PE3CPBHOTO KOIMUPOBAHMS AAHHBIX, IPHHLIUIE pabOThl XPAHHITHLY

JAHHBIX;

B mom uucie npakmuyieckux 3ansamuii u 1abopamopuvix padom 40

1. Hactpoiixa amnapartuerx [P-tenedonon 3

2. Hactpotika nmporpamvusix [P-renedonos, pakcos 2

3. PazseptriBanue cetn ¢ ucnonb3oBanueM VLAN s IP-trenedonnm 2

4. Hactpoiika mumo3a 3

5. YcraHOBKa, MOAKIIOUCHHUE U IEPBOHAYAIBHBIE HACTPOUKH TOIOCOBOT0 MapLIPYTHU3aTOPa 2

6. HacTpoiika Ta0iuib! MOap30BATE/ICH B FOJIOCOBOM MAPIIPYTH3ATOPS 2

7. Hactpotika rpynn B TOJIOCOBOM MapIIPYTH3ATOPE 3

8. HacTpoiika TaOnuiel MapopyTH3alUuH BEI30BOB B FOJIOCOBOM MapLIPyTH3ATOPE 2




9. HacTpoiika rojiocOBBIX COOOIICHHI B MAPIIPyTH3ATOPS

10. Hactpotika nporpamvuo-annaparsoi [P-ATC

11. Ycranoska u Hactpoiika nporpammHoii [P-ATC (manpumep, Asterisk)

12. Tectuposanue koaekos. MccieoBanne napaMeTpoB KaueCTBA OOCTYKUBAHUS

13. MOHUTOPHHT ¥ aHAIH3 COCTUHCHUH IO PA3THIHBIM ITPOTOKOIAM

14. MoHUTOPHHT BEI30BOB B IPOTPAMMHOM KOMMYTaTOPE

15. Co3nanue pe3epBHBIX KOMui 06a3 JaHHBIX

16. luarHocTrKa ¥ VCTpaHCHUE HEHCIIPABHOCTEH B cucteMax [P-temehonnu

17. ®dunanpHas KOMITICKCHAS MMPAaKTHICCKas padoTa no 3Kciutyarauui cucteM IP-renedonmu

Temaruka KypcoBbIX paGoT

1. Oprasnzamys KOMOBIOTCPHOU CETH anTek.

2. OpraHmsanus KOMOBIOTCPHOHW CETH Mara3uHa TOProBOH MapKu «AIIaHy.
3. OpraHuzanus KOMIOBIOTCPHOH CETH MEHCHOHHOTO (GoHIA.

4. Opraamanus komnbrotepHon cetr ais IP-reneponnu [MT'K.

5. OpraHuzanus KOMIOBIOTCPHOH CETH YICOHOTO 3aBEACHUS.

6. OpraHuzaius KOMOBIOTCPHON CETH Ira30BOH KOMITAHUH.

7. Opranuzanusa KoMIblOTepHOH cetu kopryca [TT'K.

8. CrpykrypupoBanHas kabenpHas cuctema kopmyca [1TK.

9. OpraHuzanys KOMIBIOTEPHON CETH CTPOUTEIBHON KOMITAHHH.

10. Opranunzanys KOMOBIOTEPHOU ceTH Qunana HePTIHOH KOMITAHHH.

11. OpraHuzanys KOMOBIOTEPHOU CETH OyXTaaTepHH MPEIIPUITH.

12. OpraHunzaiys KOMIBIOTEPHOU CETH TOPTOBOTO LICHTPA.

13. Opranuzanys KOMIOBIOTEPHOU CETH Mara3uHa CETCBOIO MAPKETHHTA.

14. Opranuzaius koMoproTepHOH cetn MOLI,

15. OpraHuzanys KOMIOBIOTEPHOH CETH MATIOTO MPEAIPHUATHS.

16. OpraHuzanys KOMIBIOTEPHOU CETH HE(TCNPOBOIHOTO VIPABICHUS.

17. Opranuzaius KOMOBIOTEPHOUH ceT Anbda-OaHka.

18. Opranuzaiius KOMIOBIOTCPHON CETH 001aCTHOH GOJBHHILIBI.

19. Opranunzanys KOMOBIOTEPHOU CETH MPOCKTHO-MOHTAKHOH OpraHU3aIHH.
20. Opraausanysi KOMOBIOTCPHON CETH MAra3HHOB PO3HHYHOH TOPTOBIIH.




21. Pa3zpaboTtka CTPYKTYPBI U OpraHu3aiys paboThl KOMITBIOTCPHOU CETH TPAHCIIOPTHON KOMIIAHHH.

CamocTosiTtennbHas padora 6
JK3amMeH 6
M/K.03.02 Be3onacHOCTb KOMNBIOTEPHBIX ceTel 142
Tema 2.1. bezomacHocTs Cooepicanue 75
KOMITBIOTEPHBIX CCTCH 1 PyHaaMeHTAJIbHbIE HIPHHIHIBI 0€30MACHOI ceTH 7
COBPEMCHHBIC VTPO3BI CETCBOM 0€30MaCHOCTH. BHPYCHI, YepBH U TPOSIHCKHE KOHH. METOABI aTak.

2 Bbeszonacnocts CeteBbix yerpoiicts OSI 7
BezonacHsrit gocTym k yerpoiicteaM. HazHaduenne anMUHACTPAaTUBHEIX poiieli. MOHUTOPHHT U YIIpaBICHHE
yerporictBamu. Mcnonp3oBanue ()YHKLNS aBTOMATH3UPOBAHHOU HACTPOHMKH OE30IMACHOCTH.

3 ABTopusaiusi, ayreHTuuKauusa u yder gocryna (AAA) 7
CroiictBa AAA. Jlokaneras AAA ayrentudukanms. Server-based AAA

4 Peanusauus TexHos10oruii Opangmayspa 7
ACL. Texnonorus 6panamayspa. Kortekcrasiii kontpons aocryna (CBAC). [onutuku Opanamayspa
OCHOBAHHBIC HA 30HAX.

5 Peanuzanust TexHOI0rHii NIPpEeAOTBPALLICHHS] BTOPKEHHS 7
IPS texnomoruu. IPS curnarypel. Peanmzauus IPS. Ilposepka u Mmonutopusr IPS

6 be3onacHocTh J0KaANIBLHOMH ceTH 8
Ob6ecneueHne 6€30MaCHOCTH MOIb30BATEIBLCKUX KOMITBIOTEPOB. CoobpakeHus o 0€30MaCHOCTH BTOPOTO YPOBHS
(Layer-2). Konduryparust 6e30nacHoCTH Broporo ypoBHs. bezonacHocts GecnpoBoanbix ceteit, VoIP u SAN

7 Kpunrorpaduueckue cucrembl 8
Kpunrorpapuueckue ceppucel. bazosas nenoctHocTs 1 ayreHTHYHOCTE. KoHbuneHmanpaocts. Kpunrorpadus
OTKPBITBIX KITHOUEH.

8 Peanmszanust rexnonoruii VPN 8
VPN. GRE VPN. Komnonents! u ¢pyukuuonuposanue [IPSec VPN. Peanuzanus Site-to-site [PSec VPN ¢
ucnonp3oBanreM CLI. Peanmzanus Site-to-site IPSec VPN ¢ ncnonezosanuem CCP. Peanmsanms Remote-access
VPN

9 YupasieHue Ge30nacHOii CETbIO 8
IMpuniune 6€30MaCHOCTH CETEBOTO Au3aiiHa. be3omacHas apxuTekTypa. Y MpaBiCHHE MPOLECCAMH U
6e3omacHOCTE. TecTHPOBAHKE CETH HA YA3BUMOCTH. HenpeprIBHOCTD OH3HECa, MITAHUPOBAHNUE BOCCTAHOBIICHHS
aBapuiHbIX cuTyauni. JKH3HEHHBIN UK CETH U IIIaHHpoBaHue. Pa3paboTka pernaMeHToB KOMIAHUH U TOTUTHK
0C30MaCHOCTH.

10 Cisco ASA 8
Beeaenue B AmantusHoe ycrporicTBo 6e3omacHoct ASA. Kondurypanus daupsona Ha 0aze ASA ¢
ucnoJib3oBanuem rpadudeckoro uarepderica ASDM. Konduryparus VPN Ha 6aze ASA ¢ ucnonb30BaHuEM
rpaduueckoro uarepdeiica ASDM.

B mom uucie npakmuieckux 3ausamuii u 1a60pamopHsix padom 57

1 | Cormanpras urKCHEpHS 4




2 Hccnenosanue ceTeBIX aTak U HHCTPYMEHTOB ITPOBEPKH 3AIMUTHI CETH

3 Hacrpotika 6e30macHOro A0CTYIA K MAPIIPyTU3ATOPY

4 ObecnicucHue aamuaucTpatuBHoro goctyna AAA u cepsepa Radius

5 Hacrpotika noauTrku 6e300acHOCTH OpaHAMAay3POB

6 HacTpotika cucremsl npenotspamienms sropxenni (IPS)

7 Hacrpotiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTATOpax

8 Uccnenosanue Metonos mudposanus

9 Hacrpotika Site-to-Site VPN ucnonp3ys uatepdeiic KOMaHIHOM CTPOKH

10 bazoBas Hactpoiika mro3a 6e3onacHocTd ASA u HaCTpoiiKka OpaHaMay3pOB HUCMONb3Ys UHTSPHEHC KOMAHIHON
CTPOKHU

11 bazoas HacTpoiika mtro3a 6e30nacHOCTH ASA 1 HacTpotika OpaHaMay3poB ucrmoib3yst ASDM

12 Hacrpotika Site-to-Site VPN ¢ oaHO# CTOpOHBI Ha MAPIIPYTU3ATOPE UCIOB3YS HHTEP(EIHC KOMAHAHOH CTPOKH U C
JPYTo# CTOPOHBI HCIOIb3Ys LT3 OezonacHocTH ASA mocpeacteom ASDM

13 HacrpotikaClientless Remote Access SSL VPNs ucnons3ys ASDM

14 HacTtpotika AnyConnect Remote Access SSL VPN ncnonezys ASDM

15 dunHampHAsS KOMILICKCHAs JaboparopHas padoTa mo 0e30macHOCTH

CamocrosTeabHas padora

IlpumepHasi TeMaTHKA cAMOCTOSATEIbHOMH y4eOHOI padoThI:

1.  Cucremaruueckas npopadoTKa KOHCIICKTOB 3aHATHH, YICOHOU M CHCHHATBHOW TEXHUICCKOH THTEPATyPhL.

2. KoHcnekTHpoBaHHE TEKCTa, padoTa CO CAOBAPSMH H CIPABOYHUKAMH, 03HAKOMIICHHE C HOPMATHBHBIMHU JOKYMECHTaMH, YICOHO-HCCIICI0BATCIbCKAL
padoTa mpu caMOM LIUPOKOM HcToab30Banul MHTepHeTa u apyrux IT-TexHomorHii.

3. TlpoekrHbie hopmbl pabOTHI, MOATOTOBKA COOOIICHUI K BRICTYINICHHIO HA CEMUHAPAX W KOHPESPSHIIUIX, MOATOTOBKA pediepaToB, JOKIAI0B.

4. TloaroroBka k 1abOPaTOPHBIM U NPAKTHYCCKUM PabOTaM ¢ HCIOIb30BAHHEM METOIUICCKHX PEKOMECHIAINN PENOAaBaTENs, 0OPMICHUE
71a00PATOPHO-NPAKTUICCKUX PadOT, OTYETOB M MOATOTOBKA K HX 3aAIIUTE.

IK3aMeH




ITpousBoacTBEHHAS] MPAKTHKA pa3aesia

Ilepeuens pador:

. YcTaHOBKA Ha CEPBEPHI U PA0OYNE CTAHIINHI. ONICPALMOHHBIC CUCTEMbI M HEOOXOJUMOE /151 pabOTHI MPOrPaMMHOE 00CCIICUCHHE.
. Ocymectnenue KOHQUTypUPOBaHUSA TPOTPAMMHOTO 0OCCIICUCHUS HA CEpBEPaX U pabounX CTAHLIHAX.

. Hoxaepxka B paboTOCIOCOOHOM COCTOSIHAN MPOTPAMMHOE 00CCIICUCHHIE CEPBEPOB U pabOYUX CTAHIIH.

. Peructpauus nonp3oBaTeach TOKaIEHON CETH M TIOYTOBOTO CEPBEPA, HA3HAYACT HACHTH(HUKATOPHI K HAPOJIH.

. YcTaHOBKa IpaB JOCTYNA U KOHTPOJIb UCIIONB30BAHUS CETEBBIX PECYPCOB.

. ObecnieueHEe CBOCBPEMECHHOTO KOIMPOBAHHUS, APXUBUPOBAHUS U PE3CPBHPOBAHUS JAHHBIX. 216
. IlpunsTHEe MEP MO BOCCTAHOBICHUIO PA0OTOCIOCOOHOCTH JIOKAIBHOH CETH MPHU COOSIX WK BBIXOJE U3 CTPOSI CETCBOTO 000Dy I0BAHHSL.

. BrigBnenne ommboK noap30BaTeIc U NPOrpaMMHOT0 OOCCIICUCHHUS H IPUHATHE MEP MO UX UCTIPABICHHIO.

9. IlpoBe JcHNEC MOHUTOPHUHTA CETH, pa3pabaThiBaTh NPEATOKCHUS MO PA3BUTHIO HHOPACTPYKTYPHI CETH.

10. ObecneucHre ceTeBOM 6E30MACHOCTH (3AIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HHPOPMAITUH, POCMOTPA WIN H3MECHEHHS CHCTEMHBIX (aiiios
1 JaHHBIX ), 6E30IACHOCTD MEKCETECBOTO B3aMMOICHCTBI.

11. OcyiuecTBIeHHE aHTHBUPYCHOM 3aIIUTHl TOKATBHON BBIYHCIHTCIBHON CETH, CEPBEPOB U PAbOUIMX CTAHLUH.

12. JIokyMCHTHPOBAHHUC BCCX MPOU3BCIACHHBIX ACHCTBHH.

09NN W=
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3. YCJOBUS PEAJIM3ALINU ITPOI'PAMMBI ITIPO®ECCUOHAJIBHOI'O MO YJIA

3.1. [lns peanu3zanuu nporpamMmbl npog)eCCHOHAIBLHOI0 MOAYJIS JOJIKHBI ObITH MPEIyCMOTPEHbI
ceayroinie cnenHaJbHbIe MOMeLeHHUs

Jlaboparopun: «IIporpaMMHO-anmapaTHOi 3amUTel OOBEKTOB CETEBOW MHQPPACTPYKTYPHD»,
«JKCIUTyaTally CETeBON HHPPACTPYKTYPBD»
MacTtepckasi MOHTaKa M HAaCTPOHKH OOBEKTOB CETEBON MHOPACTPYKTYPHI

Jladoparopun

IIporpammHO- Padouee MecTo npenoaaBaTel. NEPCOHATBHBIA KOMNBIOTEP C JIAIICH3HOHHBIM
annaparHoi nporpammubiM odecneucHueM (CPU Intel Core i3-2100/ RAM 4 GB / SSD 500 /VGA
3a0UTH 00BEKTOB comnpatibie controller: AMD Radeon HD 5670// Linux Mint), obopyaosanue 1
CETeBOU NOAKIOYCHHUS K ceTH «HTEpHET», TOCTYN K CETEBOMY XPAHWIHNILY JAHHBIX, HACTPOUKH

HHPPACTPYKTYPHI SQL-cepsepa).

Hayuranku-12 mr. MapkepHas qocka. Jlocka wHTepakTHBHAAL. [IpoekTop. DKpaH.
[TpurTep yepHO-Oenbiii. [IpunaTep BETHOH. BeO-kamepsi-4 miT.

Pabouwme mMecta 0Oyyarommxcst no KOImdIecTBy oOyuaromuxcs (13): koMneroTepsl,
KOMNBIOTCPHBIC MBIIIKH, CTOJIBI, CTYJIbA, CCTCBOM YATTMHATCIb.

ITK (CPU Intel Core 13-6100/ RAM 8 GB / HDD 1000 /VGA compatible controller:
Intel HD Graphics/ Linux Mint) — 13 mr.

CrnemmammsuposarHoe nporpamMuoe odecneucHne: KVM (xomnonent OC Linux);
EVE-NG; NetEmul;, VMware Workstaron Player, Visual Studio Code; Wireshark;
Debian GNU/Linux; Proxmox Vutual Environment; VMware Workstatron, 7-Zip;
Sunexc Bpaysep; Mozilla Firefox; Google Chrome; Dr. Web Curelt; 360 Total Security;
Recuva; KOMITAC-3D; Foxit Reader; Draw.ro; LibreOffice 7.3; Mo#Odmuc
Ob6pasosanue; Inkscape; Krita; MyPaint; Paint. NET; Blender; Sweet Home 3D;
Kdenlive; ®otol'anepes; RawTherapee

Komnnekr yueOHO-MeToAiuecKkoi JoKy MeHTarmu. [ITka()bI 1711 XpaHSHHS! HAT I THBIX
nocoOuii, pa3aaToYHOTO MaTepHAa.

JlemoHcTpanmonHse MakeTsl. OOyuaromye creHasl. Kop3maa qi Mmycopa. Anredka
nepBoy MEAMIMHCKOM noMommy. Bemanka. OreeTymmrens.

DKCNIIyaTanun Pabouee MecTo npenoaaBaTesst: NEPCOHANBHBIN KOMNBIOTEP C JTUICH3HOHHBIM
00BCKTOB CETCBOI nporpammubiM odecneucHueM, (CPU Intel Core 15-4460/ RAM 8 GB / HDD 1000 /VGA
HHPPACTPYKTYPHI compatible controller: Intel HD Graphics/ Linux Mint, o0opyaosanue 1t NOIKIFOUCHHUS
K cetd «MHTEpHET», IOCTYN K CETEBOMY XPAHWIIUINY JAHHBIX, HACTPOiku SQL-
CEpBEPA).

Crnemuammsuposanaoe [10:

Microsoft Hyper-V; KVM (xomnonent OC Linux); EVE-NG; NetEmul; VMware
Workstaron Player; Visual Studro Code; Wireshark; Debian GNU/Linux; Proxmox
Virtual Environment; VMware Workstatron; 7-Zip; Sumexc bpaysep; Mozilla Firefox;
Google Chrome; Dr. Web Curelt; 360 Total Secmrity; Recuva; KOMITAC-3D; Foxit
Reader; Draw.ro; LibreOffice 7.3; MoitO¢uc Obpasosanne; Inkscape; Krita;
MyPaint; Paint. NET; Blender; Sweet Home 3D; Kdenlive; ®otol anepes;,
RawTherapee

Jlocka mapkepHas. [TpoekTop. SxpaH [ia ACMOHCTPALHH BUACOMATCpHAIOB. [IpHHTED.
Komouku. TunoBo# COCTaB )11 MOHTAKA M HATAAKH KOMNBIOTCPHOH CCTH: KadeH
PA3IHYHOTO THNA, 00KHMHOH HHCTPYMCHT, KOHHEKTOPBI, TECTEP AT KaOems,
YHHBEPCATbHBIN KPOCC-HOXK, KPOCC-NAHETb.

MoayabHas CTOMKA, BCTPOCHHAS B METAJUTMUECKUH AHTHBAHAAILHBIM HECTOPACMBIN
mxka(; naTI-naHeIn.

AyauropHast MeOeTb: KOMIIIEKT MeOENIH I OPTraHu3aIiy padoyero MecTa
NpPenoaaBaTelsl ¥ OPraHN3anuH Pabourx MeCT oOyJaromuxcs -14 mr.:

IIK (CPU Intel Core 15-4460/ RAM 8 GB / HDD 80 /VGA compatible controller: Intel
HD Graphics/ Microsoft Windows 10 Pro) — 6 mr.

ITK (CPU Intel Core 13-7100/ RAM 4 GB / HDD 500 /VGA compatible controller: 1ntel
HD Graphics/ Linux Mint) — 3 mr

IK (CPU Intel Core 15-4440/ RAM 4 GB / HDD 240/VGA compatible controller: Intel
HD Graphics/ Linux Mint) — 2 .

IIK (CPU Intel Pentium G630/ RAM 4 GB / HDD 500 /VGA compatible coniroller:
Nwidia GeForce 8400 GS/ Linux Mint) — 1 mr.

ITK (CPU Intel Pentium G630/ RAM 4 GB / HDD 2000 /VGA compatible controller:
Intel HD Graphics/ Linux Mmt) — lmr.




IIK (CPU Core i3-10105/ RAM 8 GB / SSD 120/VGA compatible controller: Intel UHD
Graphics 630/ Linux Mint) — 1 mT.

[TIxadsr 111 XpaHSHUST HHCTPYMEHTOB, TIOCOOHIA.

KoMmiekT y4eOHO-METOAMIECKO JOKYMCHTAIIHH.

Harmsaueie mocobwust.

Bemanka. Kop3una 11 Mycopa. Anreuka nepBoii MeIUIIMHCKON TTOMOTITH.

OrHeTymures.
Macrepckue
Macrepcekas Pabouce MeCTO MpemogaBaTeI: MCPCOHANBHBIH KOMITBIOTEP C THIICH3HOHHBIM
MOHTQKA U mporpamMubiM ooecieucHueM, (CPU Intel Core 15-4460/ RAM 8 GB / HDD 1000 /'VGA
HACTPOUKH compatible controller: Intel HD Graphics/ Linux Mint, 000py1oBaHHE A OAKIIOYCHHS

00BEKTOB CETCBOH K cetd «MHTEpHET», JOCTYI K CETEBOMY XPAaHHIIHUIIY JAHHBIX, HACTPOHKH SQL-
HHPPACTPYKTYPHI cepBepa).

Crenmanmsuposansoe [10:

Microsoft Hyper-V; KVM (kommorenT OC Linux); EVE-NG; NetEmul, VMware
Workstaion Player; Visual Studio Code; Wireshark; Debian GNU/Linux; Proxmox
Virtual Environment; VMware Workstation; 7-Zip; Srnexc Bpayzep; Mozilla Firefox;
Google Chrome; Dr. Web Curelt; 360 Total Security; Recuva; KOMITAC-3D; Foxit
Reader; Draw.io; LibreOffice 7.3; MoitO¢uc Obpasosanue; Inkscape; Krita;
MyPaint; Paint. NET; Blender; Sweet Home 3D; Kdenlive; ®otol anepes;,
RawTherapee

Jocka mapkepHas. [TpoekTop. DKkpaH i1 ACMOHCTPAHH BHACOMATCPHANOB, [ IpHHTED.
Komoukn. TumoBo# COCTaB 11 MOHTAKA M HAJATKH KOMITBIOTCPHOH COTH: KadeH
PA3IHYHOTO THIA, 00KAMHON HHCTPYMEHT, KOHHEKTOPBI, TSCTEP A Ka0eI,
YHHUBEPCAIbHBIN KPOCC-HOXK, KPOCC-TIAHETb.

MoayabHast CTOMKA, BCTPOCHHAS B METAJUIMUCCKUN AHTHBAHJAIBHBIN HECTOPACMBbIit
mKa(; maTI-MaHEH.

Ayauroprast MeOemb: KOMIUIEKT MEOCIH ISl OPTaHU3aliy padotero Mecra
TPENOIABATEI M OPTAaHM3AMUH PAOOINX MECT O0yUarommxcs -14 mT.:

IIK (CPU Intel Core 15-4460/ RAM 8 GB / HDD 80 /VGA compatible controller: Intel
HD Graphics/ Microsoft Windows 10 Pro) — 6 mr.

IIK (CPU Intel Core i3-7100/ RAM 4 GB / HDD 500 /VGA compatible controller: Intel
HD Graphics/ Linux Mint) — 3 mr

IIK (CPU Intel Core i5-4440/ RAM 4 GB / HDD 240/VGA compatible controller: Intel
HD Graphics/ Linux Mint) — 2 mr.

[TK (CPU Intel Pentium G630/ RAM 4 GB / HDD 500 /VGA compatible controller:
Nvidia GeForce 8400 GS/ Linux Mint) — 1 mr.

IIK (CPU Intel Pentium G630/ RAM 4 GB / HDD 2000 /VGA compatible controller:
Intel HD Graphics/ Linux Mint) — 1.

IIK (CPU Core i3-10105/ RAM 8 GB / SSD 120/VGA compatible controller: Intel UHD
Graphics 630/ Linux Mint) — 1 mT.

[TIxadsr 111 XpaHSHUST HHCTPYMEHTOB, TIOCOOHIA.

KoMmiekT y4eOHO-METOAMIECKO JOKYMCHTAIIHH.

Harmsaueie mocobwust.

Bemanka. Kop3una 11 Mycopa. Anreyka nepBoii MeIUIMHCKOH MOMOTITH.
OreeTymurens.

3.2. CneunuajibHbIe YCJI0BHS Peajin3alui MPOrpaMMbl NPAKTHKH

Obyuarommecss ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBbSl O0€CHEueHbl NEYaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTENbHBIMU pecypcamMu (IPOTpaMMbl, yUeOHHKH, ydeOHbIE MOCcCoOUs,
MaTepHalbl Al CAMOCTOSATENIbHOW padoThl U T.4.) B pOpMax, alaNTHPOBAHHBIX K OTPAHUYCHUSM
UX 37J0POBbsI U BOCIIPUSATHS HHPOPMALIHH:

OJIsL IUY C HAPYUEHUAMU 3PEHUA:

- B IeYaTHOH (popMe YBETMUEHHBIM IPUPTOM,

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

- B edaTHoOH Gopme Ha si3bike bpaiins;

OJIsL IUY C HAPYUEHUAMU CTYXA:

- B Me4aTHOU (opme;




- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

0151 1Y € HAPYUWEHUAMY ONOPHO-08ULAMENLHO20 ANNAPAMAL:

- B Me4aTHOU (opme;

- B (hOpMe 3JEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

0N MUY € HEPBHO-NCUXUYECKUMU HApYuleHusAMU (PACCTPONCTBA ayTHCTHYECKOTO CIEKTPa,
HAPYLICHUsT  TICUXMYECKOrO  Pa3BUTHs)  UCHOJB3YeTCS  TEKCT C  WIIFOCTPALMsAMH,
My.]'[bTHMeI[PIfIHbIe MaTCpHaJIbIL.

3.3. UudopmannoHHOe o0ecnieyeHHe peanu3aliuy IporpaMmbl

3.3.1. OcHOBHBbIE 3JIEKTPOHHbIE H3AAHHS

1. Hazapos, A. B. Okcmunyaramus 00beKkT0OB ceTeBol nHppacTpykrypsl: yueOuuk / A.B. Hazapos, A H.
Enranerues, B I1. Meapuukos. — Mocksa: KYPC: MHDPA-M, 2023, — 360 ¢. — (Cpennee
mpodeccuonanproe obpaszosanue). - ISBN 978-5-906923-06-6. - Tekct: anekrponnsiii. - URL:
https://znanium.ru/catalog/product/1999922 (aara obpawmenus: 12.03.2024). — Pexxum gocryna: mo

MO IITHCKE.

3.3.2. /lonotHUTENbLHBIE HCTOYHUKH

1. Opraamzanus ceTeBoro agMuHUCTpUpoBanus: yucOHuk / A .M. bapanunkos, [1.A. bapanunkos,
A 1O. T'pomos, O.A. JlomreBa. — Mocksa: KYPC: MIHO®PA-M, 2024, — 384 c. - ISBN 978-5-906818-
34-8. - Tekct: anekrponnsiii. - URL: https://znanium.ru/catalog/product/2096066 (mata oGpamieHus:
01.03.2024). — Peskum A0CTYIIA: TIO TIOITUCKE.

2. CeTH U TEICKOMMYHHKAIIUM. VYCOHMK W MPAKTHKYM AN CPEIHErO MPOdhEeCCHOHATBHOIO
obpazosanust / K. E. Camyitnos [u ap.]; mox peaaxuueii K. E. Camyiinosa, M. A. lamumosa, J. C.
Kynsbosa. — 2-¢ wm3n., mepepad. u gonm. — Mocksa | MzmaremsctBo HOpaiir, 2024, — 464 ¢. —
(ITpodeccnonanbuoe obpazosanue). — ISBN  978-5-534-17310-9. — Texct: 3meKTpoHHBIH //
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4. KOHTPO/JIb H OLIEHKA PE3YJ/IBTATOB OCBOEHHUA ITPOOECCHOHAJIBHOI'O MOAYIIA

Kon u naumenosanue I1IK u OK,

Kpurepuu ouenku Mertonp! oieHKH
(hOpMHUPYEMBIX B paMKaX MOMIYJISI




IIK 3.1 Ocy1uecTBusTh
MPOEKTUPOBAHUE CETEBOI

UHPPACTPYKTYPBI

IIK 3.2. OGcnyKuBaTh CeTeBbIE
KOH(pHrypauuu mporpaMMHO-

afrnapaTHbIX CPEACTB

IIK 3.3. OcymecTBIATh 3aIIUTY

UH(pOpPMAaLIUU B CETH C

HCTIOIb30BAHUEM MPOTPAMMHO-

afrnapaTHbIX CPEACTB

IIK 3.4. OcywmecTBisATh
yCTpaHeHUE HETUITMYHBIX
HeHcIpaBHOCTEH B paboTe
ceTeBOI MHPPACTPYKTYPHI

IIK 3.5. MonepHU3upoBaTh
CEeTeBbIE YCTPOICTBA
UH(POPMALTMOHHO-

KOMMYHUKAIIUOHHBIX CUCTEM

Onpenenenne
po¢heCCUOHANTbHOM
3a7a4M U 3TAroB ee
BBIMTOJTHEHHSI
OddexTuBHBII MOUCK
UH(OPMALIUU AJIST
peLIeHus
po¢heCCUOHANTbHOM
3a1auu

OmnpeneneHue pecypcos
IUIS peLIeHHst
po¢heCCUOHANTbHOM
3a1auu

OueHka «OTJIMYHOY -
TEXHUYECKOE 3aJaH1e
MPOAHATU3UPOBAHO,
anropuT™ pazpadboTas,
COOTBETCTBYET
TEXHUYECKOMY 3aIaHHI0 U
oopMIIeH B COOTBETCTBUU
CO CTaH/apTaMH,
MOSICHEHBI €r0 OCHOBHbBIE
CTPYKTYPBI.

Onuenka «xopouoy -
aJITOPUTM pa3paboTaH,
oopMIIeH B COOTBETCTBUU
CO CTaHJapTaMHU U
COOTBETCTBYET 3aJaHHUIO,
MOSICHEHBI €r0 OCHOBHbBIE
CTPYKTYPBI.

Ouenka
«yIOBJIETBOPUTEIHHOY -
aJTOPUTM pazpaboTaH U
COOTBETCTBYET 3aJaHHIO.

Dx3ameHn/3aueT B popme
cobecenoBaHus:
NpaKTHYECKOE 3a7aHue
0 MOCTPOSHUIO
aJITOPUTMA B
COOTBETCTBHHU C
TEXHUYCCKUM 3a1aHUEM

DKCIEepTHOE
HaOJIOIEHUE U OLIEHKA
Ha J1JabOpPaToOpHO -
MPAaKTUYECKHUX 3aHSITUSAX,
NIPU BBIITOJIHEHUU padboT
1o yueOHO u
MPOU3BOACTBEHHON
npaKkTUKaM

3amuTa OTYETOB 1O
MPAKTUICCKUM U
nabopaTopHbIM paboTam

Hurepnperanus
Pe3yJIbTATOB
HaOIrOIeHUH 3a
IeSATENIbHOCTBIO
oOyuJaromerocs B
NPOIIECCe OCBOCHUS
oOpa3zoBaTeNbHON
POTrPaMMBbI

OK 01. Beibupatb ciocoOb!
pelIeHust 3a1a4
poheCCHOHATTLHOM

ACATEIIBbHOCTH IPUMEHUTEIJIBHO K

Pa3JIMIHbIM KOHTCKCTaM

ITonbop BapuaHTOB
pelIeHnst KOHKPETHON
po¢heCCUOHANTbHOM
3a1a4M WK TIPOOITIeMBI

OrueHka NoJHOTHI
nepevHst NoJOOPaHHBIX
BapUAHTOB

OK 02. Ucnionb30BaTh

COBPEMECHHBIC CPCACTBA MTOUCKA,

aHaJM3a ¥ UHTEPIPETaIN
uHpopMauuy, u

UH(POPMALMOHHBIE TEXHOJIOTHH

JJIA BBIITOJIHCHUSA 3a1a4
poheCCHOHATTLHOM
JeSITeTIbHOCTH

JleMOHCTpaLusl HaBbIKOB
UCTIOJIb30BAHUS
UH(POPMALTMOHHBIX
MOPTAJIOB B CETH
HnrtepHer, BKIOUas
ourmanbHbIe
UH(pOPMALTMOHHO-
NPABOBBIE TTIOPTAJIBI

OrueHka NoJHOTHI
nepevHst NoJOOPaHHBIX
BapUAHTOB

OK 03. IInanuposats u

PE€aIn30BBIBATH coOCTBEHHOE

npoheCCHOHATIBHOE U

JleMOHCTpanust HHTEpeca K
BBIOpPaHHOM
CIELUANIBHOCTH, K

Vyactue B
MEPONIPUATUAX
(onmuMIIMaBI, KOHKYPCHI




JMYHOCTHOE Pa3BUTHE,
NpeAnPUHIMATEIbCKYIO
IesITeIbHOCTD B
npodeccuoHanbHOH chepe,
HCIOJIB30BATh 3HAHUS 10
NPaBOBON M (PMHAHCOBOMA
I'PAMOTHOCTH B Pa3IMYHbBIX
JKH3HEHHBIX CHTYALHSIX

WHHOBALIMOHHBIM
TEXHOJIOT'USIM B 00JIaCTH
po¢heCCUOHANTbHOM
JEATELHOCTH

poheCCHOHATBHOTO
MacTepCTBa, CTAKUPOBKH
U JIp.), TPOBOAMMBIX KaK
o0pa3oBaTebHbIM
3aBeeHHEM, TaK U

BEY MU
NPEANPUSATHSIMUA OTPACITH

OK 04. O¢ppexruBno
B3aUMOJICHICTBOBATh U pabOTaTh
B KOJIJICKTHBE U KOMaH/e

JIeMOHCTPHUPOBATh HABBIKH
MEKITMYHOCTHOTO
o0meHus ¢ coOM0IeHuEM
OOIICTTPUHATHIX MPABHII CO
CBEPCTHUKAMH B
00pa3oBaTeNbHON TPyIIIIE,
C TIPETNOAABATESIMUA BO
BpeMst OOyUeHMsI, C
PYKOBOIUTENSIMU
MPOU3BOACTBEHHOMN
NPaKTUKH

DKCIEepTHOE
HaOoIeHne
IIOBCACHYCCKUX HABBIKOB
B X071€ O0y4eHuUst

OK 05. Ocy1ecTBasiTh yCTHYIO
U TUCHbMEHHYIO0 KOMMYHHUKAIUIO
Ha TOCYAaPCTBEHHOM SI3bIKE
Poccutickonn @enepanuu ¢

JleMOHCTpaLusl HaBbIKOB
IrPaMOTHOHN YCTHOH U
MHUCbMEHHON pedn

DKCIEepTHOE
HaOJIFOIEHHE HABBIKOB
YCTHOFO U MUCBMECHHOI'O
o011eHUs B XO0€

y4eTOM OCOOEHHOCTEH o0yueHwust
COLUAJILHOTO U KYJIBTYPHOTO

KOHTEKCTa

OK 06. IIposiBnsATh rpasknancko- | PopMuUpOBaHUE YyBCTBA Yuactue B
NaTPUOTHYECKYIO MMO3UIIHIO, naTpuoTU3sMa, MEPOIPHATHIX
IEMOHCTPUPOBATh OCO3HAHHOE IPa’kNaHCTBEHHOCTH, NaTPUOTUYECKON

MOBE/IEHUE HA OCHOBE
TPAAUTHUOHHbBIX pOCCHfICKI/IX
AYXOBHO-HPAaBCTBCHHbIX
LIEHHOCTEH, B TOM 4HCJIE C
YUE€TOM rapMOHHU3ALUU
MEKHAITMOHAJBbHBIX U
MECKPCIIUTUO3HBIX OTHOLHGHPIP'I,
MPUMECHATDL CTaHAAPThI
AHTUKOPPYILUOHHOTO
IIOBCACHUA

YBAXKEHUSI K TTAMSITH
3aiUuTHUKOB OTeuecTBa U
noasuram ['epoes
OreuecTBa, 3aKOHY U
MPaBOMOPSIKY, YEJIIOBEKY
TPya U CTapIiemMy
MOKOJIEHHIO,

B3aUMHOT'O YBaXXCHUA,
OepeKHOrO OTHOIIEHUSI K
KYJBTYPHOMY HacJIEqUIO U
TpaauIusaM
MHOTOHALIHOHAJIBHOTO
Hapoaa Poccuiickoi
®Denepanuy,

HETEPIUMOCTH K
KOPPYILIUOHHBIM

HaIPaBJIEHHOCTH, B
MIPOBEICHUN BOCHHO-
CIIOPTHUBHBIX UIP;
y4acTHE B Iporpammax
AHTUKOPPYNLIUOHHON
HaIPaBJIeHHOCTH




MPOABICHUAM

OK 07. CopneiicTBOBaTh
COXPAHEHUIO OKPY KAIoLIen
Cpenbl, pecypcocOepesKeHH IO,
NPUMEHSITh 3HAHUS 00
U3MEHEHHH KJIMMAaTa, MPUHIUIIbI
OepeKIIMBOrO MPOU3BOJICTRA,

3¢ dexTuBHO NEHCTBOBATD B
YpEe3BbIYANHBIX CHUTYALUSIX

®opmupoBaHUE
OepeKHOrO OTHOIIEHUSI K
MIPUPOAE U OKPYIKAOLIEH
cpene

DKCIEepTHOE
HaOroneHne
JE€MOHCTpPALINH HABBIKOB
COOITIOICHHST TTPABHIT
5KOJIOTUYECKOM
0€30MacHOCTH B BEACHUU
poheCCUOHATTLHOM
NeSITeIbHOCTH,
(hopMHUPOBaHIE HABBIKOB
3¢ PeKTUBHBIX HelCTBUIN
B YPE3BbIYANHBIX
CUTYyaIHsIX

OK 08. Ucnonb3oBath cpencTra
(bu3UYIECKON KYJIBTYPbI IJIsI
COXPaHEHHSI U YKPETICHHSI
3I0POBbSI B MPOLIECCE
poheCCUOHATTLHOM
NESITeTbHOCTH U TIOIEPKAHHSI
HEOOXOIUMOT0 YPOBHS
(bu3U9IECKOT MOATOTOBIEHHOCTH

dopMupoBaHue
OepeKHOrO OTHOIIEHUSI K
310POBBIO

VYyacTue B CHOPTUBHBIX
MEPOTIPUSITUSX,
MPOBOAUMBIX
o0pa3oBaTebHbIM
yupexkICHUEM; BEICHUE
310pOBOro 00pasa JKU3HH

OK 09. Ilonp3oBarbCest
poheCCHOHATTLHOM
NOKyMEHTaLuel Ha
rocy1apCTBEHHOM H
WHOCTPAHHOM SI3bIKaX

JleMOHCTpanysi yMEeHUs
COCTABJIATH TEKCTHI
TOKYMEHTOB,
OTHOCSIIUXCS K
po¢h)eCCHOHANTBHOM
AesITeIbHOCTH, Ha
rOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKaxX

DKCIepTHas OLIEHKA
COOITIOICHHST TTPABHIT
COCTaBIICHHSI
TOKYMEHTOB




